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® ® ® CHUONG TRINH CHUTEN poI SO QUGC GIA-THEO Qb 749/QD-TIg NGAY
03/06/2020 CUA THU TUONG CHINH PHU

Tam nhin 2030; Viét Nam trd thanh qudc gia s6, én dinh v thinh viong, tién phong va tho nghiém cée md hinh mai; doi
mdi cdn ban, toan dién hoat ddng quan ly, diéu hanh cua Chinh phi, hogt ddng san xudt kinh doanh cua doanh nghiép,
phuwong thirc séng, lam viéc cuia ngudi dén, phat trién mbi trirdrng s6 an todn, nhdn vén, réng khap.
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VIET NAM BAT KIP CAC QUOC GIA PHAT TRIEN VE TAM NHIN CONG

NGHE

Dién dan Kinh té thé gi6i

(World Economic Forum)
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Uc ban hanh Chién lugc
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Singapore lam r6 ngi ham
cuia chuyen doi so bao

gom: chinh phu so, kinh te
sO va xa hoi so

Nhat xac dinh thanh lap co

quan chuyén trach dé thue hién
chuyén doi so
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CAM NANG CHUYEN POI

“Cam nang chuyén doi s6” do B Thong tin va Truyén théng ban hanh trong thang 9/2020

e Cam nang co ban

» Cam nang cho ngudi dan

» Cam nang cho doanh nghiép

» Cam nang cho co quan nha
nuoc




CHUYEN POI SO LA
GI?

Chuyén doi so 1a viéc st dung dir liéu va cong
nghé so dé thay doi tong thé va toan dién cach
song, cach 1am viéc va phuong thirc san xuat
cua ca nhan, to chiec




CAC CONG NGHE CUA CHUYEN DOI SO

Tri tué nhan tao

Con ngudi no luc 1am cho may méc cé nhitng ndng luc tri tué cua
con ngudi va goi do la tri tué nhan tao. Xét theo nghia nay, thi tri
tué nhan tao con phai ti€p tuc phat trién 1du dai nira dé tGi gan
han diéu do.

Nhung xét theo nghia hep han, la tri tué nhan tao nham “tang
cudng nang lu'c tri tué cua con ngudi”, thi da cé nhirng bu'dc tién
IGn trong vong 2 thap ky vua qua.

C6 thé vi tri tué nhan tao nhw 1a hé than kinh cda con nguei.

Ny,




INTERNET VAN VAT

« Internet van vat (IoT) la mot cong nghé nén tang cua cudc
Cach mang cong nghiép lan tha tu.

o Internet van vat la mang IuGi két noi van vat véi nhau

o CO& thé vi Internet van vat nhu la cac

giac quan cua con ngudi.
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Di* liéu dwoc sinh ra tir hang ty dién thoai théng minh, thiét bi cam bién két ndi van

vat va hoat dong cia con nguoi trén moi trwro'ng mang.

Cong nghé so hién nay cho phép xur ly, phan tich trong khoang thoi
gian ngan hon rat nhiéu dé trich rut ra thdng tin, tri thi’c hodc dua
ra quyét dinh mot cach phu hap.

Cong nghé so hién nay chu yéu xu ly va phan tich dir liéu phi cau
trac. DU’ liéu phi cau truc chiém tdi 70-80%, do vay, chia nhiéu
thong tin han dir liéu c6 cau truc.

Co thé vi dir liéu Idn nhu bd ndo clia con ngudi.




Pién toan dam may la cong nghé cho phép nang luc tinh toan nam & cac may chu ao, goi la
dam may trén Internet cua cac nha cung cap thay vi trong may tinh gia dinh va van phong
trén mat dat, dé moi ngudi két ndi, sir dung nhu’ 1a dich vu khi ho can.

bién toan dam may cling giong nhu dién Iudi.
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5 CONG NGHE CHUOI KHOLI

La mot chudi dir lieu phan tadn trén mang, gom cac khéi thong tin dwoc lién két véi
nhau bang m3 héa va mé& rong theo thei gian.

Vi phan tan nén khong ai co
thé kiém soat toan bd

Vi ma hoa nén bao mat

Vi tat ca yéu to nhu vay nén bao dam

Vi lién két nén sy sira ddi nao SN
su an toan, tin cay va minh bach

déu dé lai du vét, chéng chdi bd

Cac giao dich trong mang chuoi khéi dién ra tu déng ma khéng cin bén thd ba chiing nhén.
Cong nghé chudi khoi sé giam dan va xoa bo vai tro cua trung gian trong cac giao dich.



Pinh nghia néu haiy co ban cda chuyén déi so.

Chuyén d6i sé la mdt qud trinh ty thay

“Chuyén ddi sé la qud trinh tw thay

doi vé cach sdong (cda cd nhan va cdng

déng) va cach lam viéc (cda cd nhéan, to
doi cach séng va cach lam viéc chirc va doanh nghiép).
trén moi trwong thuwc - so6"”

Hai la thay doi dé thich nghi va khai thac
cac co hdi cia moi truong thuwc-so.




Vi DU

Cong chtc, can bg, cong chic trudoc day dung
internet khéng nhiéu

Bay gio thi khi dén van phong ngay lap tdc chidng ta
ngoi vao cdi hé théng lam viéc & trén mang.

Ty |lé hoat dong cua co:ml/ngu’c‘yi trén moi trwong so
ngay cang nhiéu hon va khi hoat dong trén moi
treong sO6 ngay cang nhiéu hon, con nguodi cod xu
huwdng thay doi hanh vi khi ma thay doi moi truong.

\)

Khi ching ta thay d6i méi trwdng sdng ngay lap tic
la ching ta thay d6i dén hanh vi.




CHUYEN POI SO PA THAY POI TAT CA HANH VI cUA
CHUNG TA.

Trwoc ddy chung ta phai ra cho
md&i mua duwoc dé can thiét.

Bdy gior dé dang mua sam trén
san thwong mai dién t& va duoc
van chuyén dén tay nhanh chdéng.




Trwdc ddy cac hang taxi truyén
thong ho kinh doanh va ho ban
dich vu van tai, con nguoi ra
dudng thay taxi thi vay.

Giai doan sau cac hang taxi van
ban dich vu van tai nhung con
ngwdi cé thé goi dién qua tong dai,

c6 thé dat taxi qua &ng dung.

Trong chuyén déi sé, Grab khéng con -
ban dich vu van tai ntta, ma ban dich
vu két néi gilta nguoi co kha ndang  galeee
cung cap dich vu va nguoi cd nhu cau. @’w-Q_;._ :




BOOK STORE

Trudc day ban nhirng cubn
sach bang ban cing

0\
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Ung dung céng nghé thong tin,
ban dia CD

Chuyén d6i s6 ban dich vu truy céap
vao kho thong tin cua ho.




Chuyén déi sé la chuyén doi tir mot ngdi trudng cli sang mot mdi trudng méi va khi diéu dé
Xay ra no sé tao ra nhirng su’ khac biét.




SU KHAC BIET TRONG CHUYEN POI SO LA GI?

Po chinh la su khac biét gitrta ngu'di nhanh va ngudi cham, ai chuyén doi Ién moi trudng
sd nhanh thi ngudi 8y co nhiéu Igi thé. Va chuyén doi cham thi mat Igi thé.

Vi vay thi chiing ta van ndi giai doan cdch mang cdng nghé 4.0 hién nay khdng phai ca to
nubt ca nho, chiing ta thay rat nhiéu ca to bj chét vi khdng chuyén doi kip.




CHUYEN DPOI SO BEM LAI LOI ICH GI CHO NGU'O'l DAN
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Chinh phu sé

Chuyén déi s6 giup nguwdi dan binh dang vé co hdi tiép can dich vu, ddo tao, tri

Kinh té sé Xa hoi s6

1 @ > ’ X ~ " A ’ "« R ’ > X
e RR® Qi | thire, qua do giup thu hep khoang cach s6 théng qua viéc phat trien chinh phu so,

0 : ¢ 3
\T‘ Ki A X v o~ A= X
PPN Inh té s6 va xa hoi so.
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Chinh phi s6 nhe di liéu sé Kinh t& s6 cho phép méi nguoi Chuyén doi s6 c6 thé gilp x6a nhoa khoang
va cong nghé so thau hiéu dan co6 thé tiép can toan bo thi cach dia ly, mang dén co hoi binh dang cho
ngwdi dan hon, vi vay, cung trwdng mot cach nhanh chéng MGUeT @I e 1R @2l Gliely will, el Lel sl
A : £ L& o , . , loat nhirng tién bo Ion vé chat lwgng cudc
cap dich vu so tét hon, cham theo cach chwa twng co. P e oA LR A .
. Si dan t&t h song. Nguoi dan co theé song khoe manh hon
SO0 AL ©al TeH I nh¢ cac hinh thtee cham soc y té kip thov, vui

vé hon v&i cac hinh thire giai tri da dang va
an toan hon.



CHUYEN POI SO LA VIEC CUA AI?
@)
V&i mot td chire,

Vi la sw thay doi, nén trwac tién dé 1a viéc cla lanh dao,

cua Nguol dwng dau, vi néu khong thi khdng ai dam Jam
va co thé lam.

Vi |a tong thé va toan dién nén dé Ia viéc cla tat ca moi thanh vién
trong t0 churc.

o

Xét cho cung, chuyén doi sb la phuc vu ngudi dan.

M6i ngudi dan tré thanh cdng dan so thi chuyén doéi s6

mai thanh cong.

Do vay, chuyén doi s6 mang y nghia ctia mot cudc

cach mang toan dan.

Khi toan dan cung tham gia, ho sé tim ra cdng nghé so phu hop, sé tim
ra cach giai phu hop va vi thé chuyén déi so sé thanh céng.




IHANOI

U’ng dung iHanoi hwéng téi 1a 1 siéu ing dung, 1a kénh twong tac so
thu hep khoang céach gitra nguwei dan, doanh nghiép v&i chinh quyén.
Vé&i muc tiéu lay ngudi dan, doanh nghiép lam trung tdm, ng dung
cung cap 5 nhém chivre néng chinh:

« Céc tinh nang giup ngwoi dan, doanh nghiép co thé dé dang twong
tac trwc tuyén véi chinh quyén.

« Cap nhat thdng tin toan dién, da dang vé tinh hinh kinh té, xa hoi
cua Ha Noi. Cap nhat cac thdng bao, canh bao quan trong tr co
quan chinh quyén.

» Tich hop cac dich vu, tién ich phuc vu d&i sdbng ngudi dan, doanh
nghiép.

 Mang xa hoi giup nguwoi dan twong tac voi nguwoi dan; ngwoil dan

_twong tac voi doanh nghiép; ngwoi dan, doanh nghiép twong tac voi

Doktirerngyser
- Lghutig cac thong tin, tai liéu ca nhan de cg \gec chia sé div
Sy viean chl,leﬁﬁ'mg quyén khi CJ“ S &
chirc Ngwoi dan nghiép
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CONG DAN SO THU PO

iHanoi ra mat v&i si» ménh 1a kénh twong tac sé thu hep
khodng cach gitra chinh quyén v&i ngwdi dan, cac doanh
nghiép dang hoat ddng kinh doanh trén dia ban thanh pho Ha
Noi. Ung dung mang t&i nhirng théng tin hiru ich, cung cap
dH&I‘IOi cac tiér) ich d‘é thi théng minh tc’yi’ nguwoi dan & moi khia car)h
cudc sbng, gom: Giao thong, y té, giao duc, moi trwong, dat
dai, ndng nghiép...




Wlanoi

CONG DAN SO THU bO

Tén tng dung iHanoi dwoc hinh thanh tir sw két hop gitra chiy "i"
va tén dia danh Tha dé "Ha Noéi" mang dén nhiéu y nghia. Chr "i"
trong iHanoi khéng chi dai dién cho cac khai niém nhw
interconnect (két ndi), interactive (twong tac), information (théng
tin), intelligent (thdng minh), integration (tich hop) ma con thé hién
tinh individual (ca nhan), innovation (d6i m&i). "i" cling cé nghia 13
"t6i" trong tiéng Anh, thé hién sw két ndi gitra tirng nguwdri dan voi
Thanh pho, thuc day tinh than cdéng dong va sw sang tao trong
viéc xay dwng mot Ha Néi thdng minh va phat trién.

iHanoi khdng chi don gian 1a mét tén goi ma con la biéu twong
cla sw hai hoa gitka cdng nghé hién dai va van hoa truyén thong
cia Ha Noi, thé hién cam két st dung cdng nghé tién tién nhat dé
nang cao chat lwong song va hai ldong cia nguwdi dan va du
khach.



Wlanoi

CONG DAN SO THU bO

V&i slogan "Cham dé két ndi", nén tang thé hién ré muc tiéu va
tinh nang cua ng dung danh cho ngwdi dan. Moi l1an st dung va
twong tac, tirng "cham" mang dén mot két ndi y nghia: tiv lién lac
v&i co quan chinh quyén, cap nhat tin tirc méi nhat ciia Ha Noi,
dén str dung cac tién ich dd thj thdng minh.

"Cham dé két noi" khéng chi la mot 161 kéu goi hanh ddng ma con
la mot tuyén bd vé muc tiéu va gia tri cot 16i ciia wng dung iHanoi,
nhan manh sw dé dang trong viéc twong tac, kha nang két noi
thdng tin va cac dich vu tién ich. Diéu nay gop phan gop phan
nang cao chi s phuc vu ngudi dan, doanh nghiép trén dia ban
Thanh phd, mang lai nhiéu gia tri, loi ich cho nguwdi dan.




Wlanoi

CONG DAN SO THU PO
Cac chwc nang trén irng dung iHanoi dwoc chia thanh cac nhom :

Nhom 1 - Hanoi Connect: Giup nguwoi dan, doanh nghiép twong
tdc v&i co quan chinh quyén dé dang hon théng qua tinh nang
phan anh va dang ky tiép céng dan.

Nhom 2 - Hanoi Life: Cung cap cac tinh nang tién ich dé thj théng
minh nhw theo déi giao théng, tra cu tuyén xe, so strc khoé dién
tw, thong tin giao duc, mol trwo’ng du lich, va thanh toan truc
tuyen U’ng dung con cung cap gidi tri thong qua TV360, mang
dén sw tién loi va thdng minh cho cudc song hang ngay tai Ha
NOI.



CONG DAN SO THU PO

Nhom 3 - Hanoi News: Cap nhat tin tirc tir Ha N&i va cung cap
thdng tin canh bao, tin tlrc kinh té, xa hdi qua cac bao dién te.

Nhom 4 - Sang kién, gop y: H6 tro nguwdi dan givi y twdng, sang
kién déng gop cho viéc phat trién Tha da.

Wlanoi

Bén canh do, rng dung iHanoi con co tinh nang Hanoi Chat -
cung cap trd chuyén trwc tuyén, giup ngwdi dan twong tac voi
nhau, cac doanh nghiép va co quan chinh quyén. Nguwdi dung cé
thé trd chuyén 1:1, tao nhdm trd chuyén, goi video call, chia sé
hinh anh, file, danh thiép, vi tri hién tai



DANH SACH CAC CHUC NANG CHINH
« TAI NG DUNG IHANOI

« DANG KY TAI KHOAN
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H THU TUC HANH CHINH

IEU DANG KY TIEP CONG DAN

« HWONG DAN CAP QUYEN THONG BAO
« SO SUC KHOE DIEN TU
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Dang nhap

$6 dén thoai

Mt khiu

Quén md khiu?

Dang nhip

n? Dang ky ngay

Ban chua co tai kho

Budc 1: O man hinh Dang nhap,

chon Dang ky ngay

Dang ky

S8 dign thogi

Bang vi$c dang ky ta khoan, ban dong ¥y v& Didu
khodn s dung v Chinh séch bdo mdt cla IHano

e

Budc 2: Nhap so dién thoai ca
nhan

=

Xac thuc so dién thoai

Nhap M3 28 thyt wisa duoc gan 101 56 098877 7668

in duoc ma? (50s

Tis 8 ahdes
mm
1 2 3
4 : 2
'7 18 *9 z

0 &

Budc 3: Nhap OTP duoc tra vé

sO dién thoai

PDANG KY TAI KHOAN

IHANOI
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Vul 16ng nhip céc thdng tin theo yéu clu &8 hobn
it vipe Gang ky 1 khodn

Luw y: NOGD adng ho 18n thit & ddm bdo thing tin
trao dé vor chinh Quydn dupc chind xac & minh
bach

HO va tén
Nol & hign 1
L")
Mat khau
l}:{:.
Nnjp Wl mat knhdu
1:;:2:|

@ 16 iy B ky ty

(] Bao gOm chi hoa, Chi thadmg, 50 & ky Ty 3¢
bt

Hoan tst

Budc 4: Nhap cac théng tin

theo yéu cau



Dang nhap

S4& dén thoal

M3t khau

')
Quén mt khau?

Dang nhp

Ban chua ©6 tal khodn? Dang ky ngay

Budce 1: O man hinh Dang nhap,
chon Quén mat khau
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Quén mat khau

Vs 1ong nhip 58 din thogi ban b sl dyng 0¥
Gang ky thl khodn
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Budc 2: Nhap so dién thoai da

dang ky tai khoan

e wil -

Xac thyc sd dién thoai

Nhdo mdl xa¢ thye vua Auoc gl 191 38 0988777666

From Messages

mm
1 2 3
4 5 6
7 8 9
0 @

Budc 3: Nhap OTP dugrc tra vé

sO dién thoai

QUEN MAT KHAU

=5
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Tao méat khau mai
Mt khau maol

Nhilp lai mdt khilu méi

@ TS e By ty

® 2o oom chi hoa, ohdr thuomg, 50 & ky Ty 3¢
bt

Budc 4: Tao mat khau maoi



ave IHANOI
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Xac thuc théng tin ca nhan

X4c thuc thdng tin c& nhén

Xac thuc thong tin cé nhén

Vul 16ng xéc thye thdng tin cd nhén dé su Vui 1bng xéc thue thdng tin cd nhan dé sa
dyng tinh ndng nay dyng tinh ning nay

Ngay sinh

Ciol tinh
Nam Nu

CCCLYOMIND

Quét mé QR trén CCCD dé xac thyc Quet ma QR trén CCCD dé xac thyc
thdng tin nhanh hon © théng tin nhanh hon ©

Hodc ban ciing b thé ty nhdp thing tin Hodc ban cling co thé ty nhip thdng tin Dia chi thudng tris

Nhip théng tin W OR0,
Xac thyc thong tin

Budr 1: O'man hinh Xac thuc Budrc 2: Quét ma QR trén CCCD Budrc 3: Chon xac thuc thong tin
thong tin, chon Cho phép truy

cap dé cap quyén truy cap
camera

XAC THUC TAI KHOAN
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Ts0 phan anh

Phan anh hien truong

Phan anh hién trudng

P dnh cda cOng din 88 Jupc guY vl CO Guan,
Thtcd Anninhtdtty Trdtty SOt  Trit ty xidy dy

“Phdn dnh hién trudng” 1& tinh nang hd tro cong don vi cO thifer quyin gidi Quyst
dan gul phan anh, kién nghj 16l cac cap chinh Tk trgng 5 ric bire b by Dia GWém phdn anh*
quyén thanh phd vé nhing van dé dol sing dan ra thuing xuyén tir khi cé t..
sinh buc xuc, -
\od " Tidu 00
Cong dan dugc chu ddng cong khal hodc bao X4 réc thii din dgng bira bii
mat thdng tin danh tinh (8n danh) khi gl phan & ngay v| trl thu gom réc th.,
anh hodc binh kujn . s

Céc finh wie céng din cé thé gl phan dnh gdm - o Tuyén VWCZNOOO "h:: °.":'

: " b L 9
An ninh trit ty, vén minh do thi, giao théng, vé o - o ‘v.vc 3 > 2 ;
sinh mdi trubng... "

B Chua xd iy vibe 1an chidm

Nhing van d@ lién quan tranh chép, khidu kién, trong cdy, kn chidm via hé..,

khi€u nal, t& cdo khdng nadm trong pham vi xi Iy
cua chde ndng ndy.

o An o4 nhdp ndI dung bdng glong ndl

Anh/Video*
Ko nghil xir iy cly xanh tlr
0 36 0én 68 duing Tran A,

(O

3 Thp kit gach, ngdi vO, chiit
-‘_——"‘J thai trn khu dit tréng i 5.

Cong kst 8 ki gul phdn énh

Luw lal

Budc 1: Boc gidi thiéu vé chure Budc 2: O man danh sach phan Budc 3: Nhap céc théng tin theo yéu cau
nang, chon Toi da hiéu anh, Chon Tao phan anh (Céc théng tin bat budc nhap gbm dia
diém phan anh, ndi dung, anh/video)

TAO PHAN ANH HIEN TRUONG



iy ,)%‘”
®

Ban chua clip quysn truy cdp v trl, Vul 1ong cép
Quydn 08 chon nhanh i tri hdn t.

Trudng hop chua cap quyén

dinh vi, chon Béng y dé cap

quyén truy cap vi tri hién tai
cua ngudi dung

®

Got y dia diém

. Toh nhd Viettet Sciutions, 1 Trdn MOu Duc, Nam
T Tl Lo, Hb N

Tod nhd Viettel Sciutions, 1 Triln HOu Dyc, Nam
T L, M N

o TOh N Viettel Sciutions, 1 Trdn HOu Duc, Nam

v T e LIA A

Chon dia dlém nay

Trudng hop da cap quyén dinh
vi, chon dia diém phan anh &
danh séach goi y dia diém

TAO PHAN ANH HIEN TRUONG

Tén san phiim - S6 335 Dwbng Hoang Quéc
Vit P. Nghia Tan, Quén Cau Giy, Thanh ph

Tén sén phim - 56 338, Dutng Hodng Qusc
Vidt. P. Nghia Tin, Quén Clu Gilly, Thanh ph

»~ Tén sén phim - S8 335, Dudng Hodng Qusc

Vigt, P. Nghila Tiin, Quin Clu Gilly, Thinh ph
Tén san phim - SO 335 Duong Hoang Qudc

Vit P, Nghia Tan, Qudn Clu Gidly, Thanh ph.,

l.. Khdng thm thay dia Ghém hodc thong tin chua
-

chinh &7 Vi Iong cdp mhdt bin db i diy,

Nhap tir khoa dé tim kiém dia

diém phan anh

IHANOI
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Phan d&nh thu tuc hanh chinh

Phan dnh TTHC

IHANOI

Thebiing L g phdes drify
CULLE Bl
'F"I'Iiﬂ mh Thu Tw Hal'l'l E“I‘ﬂh- ﬂ 1-'"1 ﬂal'lg h’l!l T cd Chi h"l"“"h D.ru "uw Of i |,’ Tir ¢h . -
trg cdng ddn g phan dnh, i:ran nighj wi: —
« Hanh v chm tré, gy phign hé hogc khing F Héi v Hotline tdng dai 1022
thige higm, Ty een kKhdng dung quy dinh D iy 1 + Damg sk
I T Wl el g
Cud cdn bd, cOng chi, wiln chdg rong gisl
iyl thad tuc hdinh chinh, p Khdng chi trd tila dibn bl 980 &, v chi trd &
+ Nhimg co ché, chinh sdch, thi tyc hanh % tién hidn trang sal dti tupng cla hd gia -
chinh khidng phil hop wii thge tE, khing pal mt
ddng b, khidng thiing nhit, khing hop &) Khidng chi tri tiln dbn bl 98t &, vi chitrd —_—
phap, trai voi cac delu wic quiic 18 md Vigt tidn hign trang sal A& tugng cda hd gim
Mam di ky kit hodc gia nhdp e« Tir chil -
* Nhilng il phi, siing i bars hrh mdi Knong chi trd tile din b @8t &, va chi rd
guy dinh w& co ché&, chinh sach, thd tyc hanh E tin hidm tramg sal A& tuong cda hd gis., NeH g philn deh
chinh bén guan dn hoat ddng sdn cull, kinkh A e i .
doanh vi déi sfing clia ngudi dan.
Kh h
s Che lru'h'lg hUF I:hal'l'l !r!'. H.hﬁﬂg |.|'Il|l'l.'. hi¢'l1_ F: ong chi trd ten s b a8t Q, va chi trd

il hidm trang sal A8 tupng cla hi gla., A ALy

thic hidn khdng ding Mghd quylil 88/NG-CP
wi Quylit dinh 23/ 202000-TTg

Mgy wilin Sl Bin quan ki kidn, kil ngl, of

cdo, hudng din gidl dip phip ludt khdng nden
troag) Eharm v ur ly cua chint nding nay

2 e L e Tt

T Al e

CEap L

T& df hidu e

Budc 3: Nhap céac théng tin theo yéu
cau (cac thoéng tin bat buéc nhap gom
Dia chi, tiéu dé, ndi dung)

Budre 1: Poc gidi thiéu vé chirc
nang, chon Téi da hiéu

Budc 2: Chon vao biéu tuong
tao Phan anh TTHC

TAO PHAN ANH THU TUC HANH CHINH
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Dang ky tiép cong dan Dang ky tiép cong dan

Thong thn ngwer ding ky
149 wh W Gt sy
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dan théx gian tir Thu 2 dén Thea 5 hang tudn Phidu ding ky #00804 W Chean Tap
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Budrc 1: Doc gidi thiéu vé chirc Budc 2: Chon vao biéu tuong Budc 3: Nhap cac théng tin theo yéu cau (cac thong tin bat
nang, chon Téi da hiéu tao dang ky tiép céng dan budc nhap gbm nguoi khiéu nai, hinh thic tiép, loai hinh tiép,
loai ndi dung, dia phuong xay ra su viéc, ndi dung trinh bay)

PANG KY TIEP CONG DAN
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SO suc khoe dién tu

Nguyén Hoang Tung

Chi 56 sirc khoé

Tién sd va cac yéu 18 nguy co

Thing tin dgt khém chira binh

Xét nghém

Chéin dadn hinh &nh, thim db cixire ning

Don thudc

THm chaing thudmg

Tiém ching Covid-16

o941 Wil T -

Thong tin dot kham chia bénh

20/11/2023 10:00
@ Bénh vign da khoa Phuong Déng
2 N0 - Tang huyét ap vd can (nguyén..

20/11/2023 10:00
© Bénh vién da khoa Phuong Déng
& 110 - Tang huyét &p vO can (nguyén...

20/11/2023 10:00
@ Bénh vién da khoa Phuong Dong
2 NO - Tang huyét ap v cin (nguyén...

20/11/2023 10:00
@ Bénh vién da khoa Phuong Ddng
2 N0 - Tang huyét ap vd can (nguyén.,

SO SU'C KHOE DPIEN TW

94 wil T ==

{ Théng tin dot kham chira bénh

Thong tin kham Xét nghigm  Dich vy y té@ khac

Noi kham
Phong tiém dich vy Bénh vién da khoa Phuong
Dong

Ngay kham/Ngay vao vign
20/11/2023 09:45

Bac si kham

Chua co thdng tin

Chén doan bfnh

Loremn ipsum dolor sit amet, consectetur adip oft,
Aliquam auctor nulla libero, a molestie orci convallis
vitae,

KER ludn

Lorem ipsum dolor sit amet, consectetur adip est,
Alguam auctor nulla libero, 8 molestie orcl convallis
vitae, Etiam mi guam, ultrices nec efficitur in, omare
vitae risus. Praesent maximus nibh sodales
commodo pulvinar. Class aptent taciti sociosqu ad
tora torquent per conubla nostra, per inceptos pr

Lol dan

Chua co thdng tin

Ngay tal kham
Chua co thdng tin

IHANOI



LAM Gi PE AN TOAN TREN MOI TRUONG SO
Bén canh nhiing téc dbng tich cuc to I6n cua chuyén dbi sé, an toan théng tin dang tré thanh vén
dé ndng bong dbi véi cac qudc gia, dac biét dbi véi nhiing quéc gia co téc db phat trién cong nghé
thong tin nhanh nhu Viét Nam. Tu day, du ban la ai (giao vién, hoc sinh, bac si, ky su... hay ca nhing
chuyén gia an toan thong tin), hang loat van de phuc tap da nay sinh, khi da su dung Intemet sé
phai doi mat vdi cac nguy co mat an toan thong tin nhu:

== ID CARD
N\

VA
Iz

Nguy ca 10 lot thong

PP Nguy ca lua dao
tin ca nhan.

tru'c tuyén.
J
42
Nguy co Ve tin gia, khing
bo mang

Nguy cd bi nhiém ma déc,
nghe lén.

BO Thong tin va Truyén thong



TINH HINH AN TOAN THONGTIN

S0 lwgng cufe tin cong mang S0 lwgng dia chi IP cia Viét Nam
17199 12846 nim trong mang botnet
| |,349 536]
10,220 10,105 230 235 01
9,176 HIZ 1,015,326

876,952
479,115 456,699

,,,,,,,

Nim Nim Nim Nim Nim Uadc

Nim Nim Nim Nim  Nim Udc nim 2018 2019 2020 2021 2022 ndm
2008 2019 2020 2021 2022 2023 2023
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TINH HINH AN TOAN THONG TIN

TOP 20 DONG VIRUS PHO BIEN TAI VIET NAM

500,000

400,000

300,000

200,000

100,000

0,002,715

S& may bi nhiem virus

S& may bi nhiém virus
danh cap tai khoan

CAC CON PUONG LAY LAN VIRUS
PHO BIEN TAI VIET NAM

KHAC 6.4%

LO HONG
19.2%

280k+ 19k+

S6 may bi tan cong SO Server
APT bi tan cong




TINH HINH AN TOAN THONGTIN

Thiét hai do tdi pham mang (**)

$522,500,000,000

$475,000,000,000 N

-\-\'-

$300,000,000,000

e,
-

e,

$945,000,000,000

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

An toan mang dén 2025

DOANH THU ¢

- 352 ty USD.
- Tang trwdng
14 ,5%/nam.

NHAN LUC DOI TUONG

06 trieu
gap 2 nam 2020

Péi twong bi tan cong:
- 2025: gap 2,7 lan
2020.

-2030: gap 7,5 lan
2020.

Théng ké tén céng vao websites Viét Nam

12000

10000

8000

o

2021

NGUY CO’
- 3.000 cudc tan
cong/giay
- 12 ma doc/giay
- 70 16 héng m&i/ngay

6000
4000
- .

9729

11213

+15%

11T 2022

m Deface W Malware M Phishing B Téng

= Tan cdng mang quy mo, chuyén nghiép

ATTT chudi cung &ng

Anh hwéng ctia cdng nghé, Al
Bung nd thiét bj loT

Thiéu hut ngudn nhan lywc ATTT

Page 14



QUAN DPIEM VE BbAM BAO AN TOAN THONG TIN

O

TRONG CHUYEN DPOI SO

Quyét dinh 749/QD-TTg ngay 03/6/2020 Chwong trinh Chuyén doi
sO quoc gia den nam 2025, dinh hwéng dén nam 2030

Bao dam an toan, an ninh mang la then chot dé chuyén dbi sé thanh
cong va bén virng, dong thoi la phan xuyén suot, khéng thé tach
roi cua chuyén doi so.

Mol thiét bi, sdn pham, phén mérp, hé "thc‘)ng thong tin, dy &n dau tw
ve cong nghé thong tin deu co cau phan bat buoc vé an toan, an
ninh mang ngay twr khi thiet ke.
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NOI DUNG VE DAM BAO AN TOAN THONG TIN
TRONG CHUYEN DOI SO

O : :
Chi thi 02/CT-TTg ngay 26/4/2022 vé phat trien chinh phu dién tw

hwéng téi chinh phu so, thic day chuyén doi s6 quoc gia

C6 04 néi dung can Iwu y vé an toan théng tin:

1. Hé thong thong tin can trien khai day da phwong an bao dam an
toan thong tin theo cap do.

2. Phan mém néi bd phai do don vi chuyén nghiép phat trién, tuan
th Khung phat trién phan mém an toan DevSecOps

3. Hé thong thong tin duoc kiem tra, danh gia an toan thong tin
mang trwéc khi dwa vao str dung, khi nang cap, thay déi, dinh
Ky theo quy dinh.

4. Hé thdng thong tin dwoc quan ly, van hanh theo mé hinh 4 1&p
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CHIEN LU’O'C AN TOAN, AN NINH MANG QUOC GIA

O

Quyét dinh 964/QD-TTg ngay 10/08/2022 Phée duyét Chién lwoc
An toan, An ninh mang quéc gia, chu dong tng pho ve&i cac
thach thoee twr kh6ng gian mang déen nam 2025, tam nhin 2030

Quan diém: lién quan chuyén ddi s

+ An toan, an ninh mang la trong tam cua qua trinh Chuyen doi so,
la tru c6t quan trong tao Iap niém tin s6 va sw phat trién thinh
vwong trong ky nguyén so.

+ ATANM la nhiém vu trong yéu, thwéng xuyén, lau dai nham khdi
tao va duy tri moi tredng mang an toan, lanh manh, tin cay cho
cac co quan, tdo chwre, doanh nghiép va moéi nguwoi dan.

+ Dau tw cho ATANM la dau tw cho phat trién bén virng va tao ra
gia tri.

Page 17



CHIEN LUOC AN TOAN, AN NINH MANG QUOC GIA

© Quyét dinh 964/QD-TTg ngay 10/08/2022 Phé duyét Chién lwoc
An toan, An ninh mang quoc gia, chu déong trng pho voi cac
thach thire tir khéng gian mang dén nam 2025, tam nhin 2030

Muc tiéu:

c) Hinh thanh lwc lwgng bao dam an toan, an ninh mang tai cac b6,
nganh, co quan nha nwdc, cac toé chire chinh tri — xa hoi va céc tap
doan, tbng cong ty nha nwdc; ddm bdo mdi co quan, td chire, doanh
nghiép nha nwdc c6 mdt bd phan dwoc giao lam nhiém vu lam dau
moi, chiu trach nhiém vé cdng t& bao dam an toan, an ninh mang.
Khuyén khich cac doanh nghiép khac cé mét don vi bao dam an
toan, an ninh mang.

d) Cac Bo, co quan ngang B, co quan thugc Chinh phu, UBND tinh,
thanh pho ...thwe hién bao dam an toan, an ninh mang theo quy dinh
cua phap luat vé an toan théng tin va an ninh mang.

d) Bao vé hé thong théng tin cta 11 linh vwe quan trong

Q Page 18



NANG CAO NANG LUC bOI 'NG CUU SU CO

© Chi thj 18/CT-TTg ngay 13/10/2022 vé Pay manh trién khai cac

010001 001011 _11CHES

s ae ([ »SECURINS hoat déng trng ctru sw cb an toan théng tin mang Viét Nam

| Nguyén tac: “Ung ctpu sw o an toan théng tin mang la hoat déng quan trong
nham phat hién, ngan chan, xw ly va khac phuc kip théi sw ¢c6 an toan thong
tin mang”.

\

#001001 100
I

o g
° . .
*rnen M . b 4
d °
( 010 QAFOT0 1 s
i)
014
v Sashdon sanan
D. 010001 001043,440400 110101 00100
0 ‘.;,- 010011 y q = R
o 1 [
10040 103240 119 R010%0 0001013

Trach nhiém cac B6, nganh, dia phuwong:

W
10100 }001 0

= Hoat ddng &ng ctvu sw cb an toan théng tin mang phai chuyén tir bi dong
sang chi dong: san lung mbi nguy hai va ra quét 16 hdng 6 thang 1 1an; hoan
thanh phwong an kich ban rng cu sw co; dién tap thwe chién 1 lan/nam doi
POl IPNG CUPU SU CO v&i HTTT tr cap dé 3 tré 1én.

U000 11

= Kién toan lai Doi Ung cvu sw cd theo hwéng chuyén nghiép, co déng, co toi
thieu 05 chuyén gia ATTTM

= 11 Iinh vwc quan trong (QP 632/QD-TTg 2017) can wu tién ddm bao ATTTM,
trién khai mé hinh CERT linh vuc

= Poi Ung clru sw cd dwoc giao cac nhiém vu thwérng xuyén
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TRIEN KHAI BAO DAM AN TOAN TRONG CAC TO CHUC
O

Xay dwng va trién khai “Chwong trinh dam bao ATTT” cua tb churc:
- Pap &ng cac yéu cau luat dinh

- Chién lwoc ATTT phu hop v&i chién lwgc clia doanh nghiép

- Ban hanh chinh sach ATTT

- Phat trién Nguon nhan lwc CNTT, ATTT + nang cao nhan thirc
ATTT cho tat ca nhan vién

- Quanlyrairo

Security
Program

- Trién khai Quan ly an toan theo chuan
- Xay dwng va duy tri Ké hoach &rng phé
- Duy tri van hanh dam bao an toan

- Trién khai cac Co’ ché bao vé cu thé - cac san pham, giai phap
Design & usiness 2 n 2 2 N
implomentation " Case bao mat, ddm bao an toan
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Bao dam an toan thong tin mang la bao dam tinh bi mat, tinh toan ven, tinh

ch6ng chdi bé va tinh san sang cta thong tin, trong doé:

UGG Bao dam thong tin chi cé thé dugc truy cap béi
nhirng ngu'di c6 tham quyén déi vaGi thong tin.

Vi du: mot giao dich tin dung qua Internet, sO the tin dung
dudc gui tu ngudi mua hang dén nguGi ban, va tu nguGi ban
dén nha cung cap dich vu thé tin dung. Hé thong sé cO gang
thuc hién tinh bi mat bang cach ma hoa so thé trong suot
qua trinh truyén tin, gidi han nagi nd co thé xuat hién (co sa
dir liéu, log file, sao luu (backup), in héa dan...) va bang viéc
gidi han truy cap nhirng ncgi ma no dudgc luu lai. NEu mot
bén khong dugc xac thuc (vi du ngudi dung khong co trong
giao dich, hacker...) 1dy s6 thé nay bang bat ki cach nao, thi
tinh bi mat khong con nira.

S

rat can thiét (nhung chua
du) dé tri su riéng tu cla
nguci co thong tin dugc
hé thong Iuu gil.



Tinh toan ven: Thong tin khong bi sira d6i lam sai 1éch ndi dung.
, N\
Pbam bao tinh toan ven cua thong tin nghia la chi nguGi c6 tham quyén mJdi
dudc chinh stra thdong tin nhung khdng lam thay d6i su' chinh xac cua dir
liéu. V& diém nay, nhiéu ngudi thudng hay nghi toan ven théng tin chi don
gian bao dam thong tin khong bi thay doi la chua day du. y

.

Trong an toan thoéng tin, toan ven cd nghia rang dir liéu khdng thé bj
chinh stra ma khong bi phat hién. Tinh toan ven bi xam pham khi mot
thong diép bi chinh sura trong giao dich. Hé thong thong tin an toan luon
cung cap cac thong di€p toan ven va bi mat.




Vi du: nhirng truéng hgp sau tinh toan ven
cua thong tin bi pha vG nhu:

+ Trang thong tin bi hacker thay doi giao dién,
diéu chinh thong tin.

+ Chinh sUra trai phép tép Iuu trén may tinh.
+ Do su cO trén duong truyén ma tinh hiéu bi

nhiéu hodc suy hao dan dén théng tin khong
con chinh xac.



Tinh kha dung hay tinh san sang: Bao ddm nhiing ngudi dudc cap
quyén cé thé truy cap si dung thong tin ngay khi cd nhu cau.

Moi hé thong thong tin déu phuc vu muc dich riéng cua
no va thong tin phai luon ludn san sang khi can thiét.

Piéu dé co nghia rang hé thdng thong tin dudc thiét Iap dé luu trir
va xU ly thong tin, va co mot hé thong cac giai phap an toan thong
tin s&r dung dé bao vé hé thdng thong tin do, bdo dam kénh két nai
phai ludn san sang va hoat déng chinh xac.

Hé thdng co tinh san sang cao hudng dén su’ san sang 6 moi thdi diém,
tranh dugc nhirng rui ro ca vé phan cidng, phan mém nhu: su' cO mat
dién, hong phan c‘ng, cap nhat, nang cap hé thong thong tin... dam bao
tinh san sang cling c6 nghia la trdnh dugc tan cdng tir chéi dich wu.



Tinh chdng chdi bo: cd nghia rang mét bén giao dich khéng thé phu nhan viéc ho da
thu'c hién giao dich vdi cac bén khac.

iy et
Tl
ot :Jj —
Y

e
e
o
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- h i

Vi du: trong khi giao dich mua hang qua mang, khi khach hang da gui so the tin dung
cho bén ban, da thanh toan thanh cdng, thi bén ban khdng thé phu nhan viéc ho da

nhan dudc tién, (tru’ trudng hdp hé thong khong dam bao tinh an toan thong tin trong
giao dich).



Tinh hinh an toan trén
khong gian mang ludn co
nhitng dién bién phirc
tap, kho luong.

Cac cuoc tan cong vao
hé thong mang cong
nghé thong tin khong
ngung tang ca vé sO
lugng, cudng do va tinh
phurc tap.

hé thong thong tin ma con la bao vé chu quyén qudc gia, bao vé chu quyén lanh
thd, vung dat, vung bién, vung trdi... ma con la cha quyén trén khéng gian mang.

-’ \

= Cac nhom toi pham mang

ngay mot gia tang voi su
ho trd manh mé clia cac
td0 chdc kinh t& chinh
tri,... va nguy cd chién
tranh mang dang hién

hitu, de doa hoa binh va
an ninh thé gidi, chu
quyen quoc gia dan toc.

| {

—— oo
Vi vay, van dé bao dam an toan trén khong gian mang khong chi la bao vé thong tin, T

Nhiéu qudc gia trén thé
gidi da phat trién luc
lucng tac chién mang,
san sang tham gia, doi
phd vGi chién  tranh

| mang.




2.1. Mot sd su’ cd tiéu biéu trén khong gian mang thdi gian gan day

Coé thé thdy, khdéng gian mang
mang cd hdi dé phat trién kinh té
- xa hdi nhung cling tiém an
khong it nguy cd, rui ro mat an
toan thong tin mang. Mot quoc gia
sé khong an toan néu khong gian
mang cua quoc gia do khdng an
toan. Ngudi su dung khdng gian
mang phai doi mat v3i nhi€éu nguy
cd, moi de doa sé dan dan dén tinh
trang lo s@ va mat niém tin doi vai
khong gian mang.

Cac cudc tan cong mang gay su co
I6n gan day nhu vu Solar Winds
anh hudng dén 16.000 hé thong
thong tin trén toan thé gidi, nan
nhan bao gdbm ca cac cd quan
quan trong cua Hoa Ky nhu: B0
Ngoai giao, BO An ninh noi dia, B0
Tai chinh.



Hay vu tan cong bang ma doc tong tién
(ransomware) vao cong ty dudng oOng
nhién liéu I6n nhat Hoa Ky - Colonial
Pipeline - lam ngung tré hoat dong cua
dudng cung cap nhién liéu cho han 50
triéu khach hang budc Tong théng quéc
gia nay phai ban hanh sac Iénh hanh
phap nham tang cuGng kha nang phong
thu khong gian mang.

a =
¢ A

Va mdi day nhat, nam 2022 han 32 triéu
thé ngan hang trén thé gidi bi danh cap
thong tin. D liéu bi ro ri bao gom 1,2
triéu hOo so co chua s6 the, ngay hét
han, ma bao mat 3 ch{r sO dudc in ¢ mat
sau cua the (CWV), tén chu the, tén ngan
hang lién quan, dia chi day du, ngay sinh,
email va so dién thoai. Quy mo dir lieu bi
danh cap trai rong toan thé gidi.



4. MOi ngu'Si can lam gi dé sdng an toan trén méi tru'dng so.

1. Mot so ky nang bao dam an toan thong tin ca nhan trén moi trucng so6

Péi vai bat ky ngudi dung du la ai (giao
vien, hoc sinh, bac si, ky su... hay ca
nhirng chuyén gia an toan thdéng tin),
khi da sU dung Internet sé phai doi mat
v@i cac nguy cod mat an toan thong tin,
tuy nhién néu moi cd nhan cé kién thirc
va ky nang vé an toan thong tin trén moi

truéng sO thi cling da han ché dudc {'. | VT
80% cac nguy cG nay. @




Thir nhat: Nang cao nhan thirc, hiéu biét
cac nguy cd, tinh huong mat an toan
thong tin cé thé xay ra d6i vGi minh, dac
biét la cac nguy cc da dé cap trong tai
iéu nay; t& dé c6 nhitng phan xa dé
nang cao canh giac, de phong tranh
khoi cac tinh hudong mat an toan thong
tin ma nguyén nhan xuat phat tu chinh
minh;

Thi&r hai: Thuc hién bao dam an toan
cho may tinh, ti€t bj di dong st dung dé
truy cap Internet: ching ta can cai dat,
thiét 1ap tinh ndng bao mat co san cua
thi€ét bi, va s’ dung thém mot sO phan
mém U'ng dung bao dam an toan thong
tin (nhu’ phan mém diét virut);



Th&r ba: Khi s dung bat ky dich vu
nao trén Internet (thong qua trinh
duyét, hoac cac 'ng dung - app cai
dat trén may tinh, dién thoai) can phai
tim hiéu ky thong tin vé nha cung cap
dich vu, cdc tinh ndng ho trg bdo dam
an toan thong tin cho nguGi dung va
cach su dung cac tinh nang do.
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Thir tu: Tim hi€u va cd san cac kénh
dé cé thé hoi va dudc tu van, hodc ho
trg xur ly khi gap cac van dé an toan
thong tin trén khong gian mang.




Mot sd nguyén tac chung dé bao dao an toan thdng tin cho thiét bi ca nhan:

Nguyén tac  Cap nhat phan mém:

Rat nhiéu ngudi cd suy nghi rang
viec cap nhat phan mém sé ton
nhiéu thdi gian va gay phién nhiéu.
Trong mot sO truong hgp thi dung
la nhu vay, nhung ndé van 1a hinh
thiic bao vé quan trong nhat dé
chong lai cac hacker.
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Co thé ndi, phan mém hoat dong
trén tat ca cac loai thiét bi, nhu:

- Cac hé diéu hanh Windows hoac
MacOS cai trén may tinh hoac may
tinh xach tay.

- Cac hé diéu hanh Android hoac
I0S dudc cai dat trén cac thiét bi di
dong.



Nguyén tac 2: dat mit khau manh:

Username

Password

Login

O Remember me Forgot password?

Cac trang web va cac Ung dung thudng yéu cau ban si dung méat khau két hop giira
chif cdi va chir s6. Nhung trén thuc té& thi né kha dé dang bi bé khda bdi cac hacker va
dé la ly do tai sao ban nén can nhac s dung cum méat khau (passphrases) thay vi mét
khau. Nhitng cum tir dai nhung dé nhd, dé |a hai diéu kién tién quyét dé cd mot mat

khau manh.



Cach tot nhat dé luvu mat khau:

S« dung trinh quan ly mat khau.

S dung cum mat khau (passphrase).

Viet mat khau va git no ¢ ngi an Su dung trinh quan ly mat khau
toan dé dam bao ban khéng bao dé tao va luu trir cdc mat khau
gid mat kha ndng truy cip vao ngau nhién cé do dai tdi thiéu la
trinh quan ly méat khau cdia minh. 08 ki tu.
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Theo doi mat khau bi mat:

Xac thuc hai yéu to:

Cho du mat khiu clia ban cé
manh dén m{c nao, né van cé
thé bj danh cap. Pé 1a ly do tai
sao dieu quan trong la phai
ki€m tra xem mat khau cua ban
c6 bi hacker danh cap hay
khong.

(......)
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P& han ché& hiu qua khi bi mat mat
khau, ban cé thé s dung co ché
xac thu'c hai nhan to (2 FA), day la
mot phucong phap bao mat tudng
d6i mdi. Ban cd thé kich hoat xac
thu'c hai nhan to thong qua cac dich
vu ban st dung, néu chdng ho trg
phucng phap nay.




Luu y vé biéu tuong khéa (nhung dirng tin tuyét doi):

Bi€éu tugng khda tai thanh dia chi cda trinh
duyét web cho biét ban dang su’ dung két
noi dudc ma hoa. bieu nay co nghia la
thong tin ban dang nhap vao trang web, vi
du nhu mat khdu hodc thong tin thé tin
dung cua ban, sé dugc gui di mot cach an
toan va khong thé bi chan bdi hacker. Vi
vay, hdy nhd rang ban chi nhap thong tin
nhay cam trén cac trang web hién thj biéu
tugng khoa nay tai thanh dia chi. Néu mot
dia chi trang web bat dau bang https://,
thi dong nghia day la dia chi an toan.
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Tuy nhién, cling Ivu v rang biéu tugng khda
khong cd nghia la ban thuc su cd thé tin
tuong trang web ban dang truy cap. Rat
nhiéu trang web IUra dao cling st dung biéu
tugng khda nhu vay dé 18y dudc long tin
cua ban, qua dé sé tim cach an cap thong
tin dang nhap cua ban. Hay chu y hon dén
dia chi clia trang web va kiém tra lai xem
no co chinh xac hay khong.



Nguyén tac 3: Thu'c hién sao Iu'u:

Bao vé dir liéu quan trong bang cach sao luu ching
vao 0 cirng ngoai hodc hé thdng Iuu trir trén ha tang
ddm may. Trudng hgp thiét bi cla ban bi nhiém
phan mém doc hai hoac bi truy cap bdi hacker,
dir liéu ctia ban cé thé bj hong, bi x6a hodac ma hoéa
doi tien chuoc ransomware.

Tuy nhién, dé viéc sao luu, phuc hoi dir liéu hiéu qua can
luu y mot sO ndi dung sau:

-Dam bao thiét bi di ddong, 6 ciring ngoai s dung dé sao
1 I luu dir lieu tach biét vdi thiét bi dang si’ dung (Khong két
m noi lién tuc qua day cable vat ly hoac mang cuc bo)
-SU dung dich vu luu trlr ddm may dé luu trir mot ban sao
|| d{r liéu cua minh & nai khac qua Internet




Nguyén tac 4: Nhan biét Itra dao:

Tan cong Ira dao la mot dang tdn cong phd bién, tan
cong truc dién vao su thi€u hiéu biét cua ngudi dung.
Ké tan cong s dung cac manh khoe l6i kéo nhirng
ngudi khac tiét 16 thong tin ma co thé dugc sir dung dé
danh cap dir liéu, truy cap vao hé thong, truy cap vao
dién thoai di dong, tien bac, hoac tham chi thong tin
riéng cua ban. Cac tdn cong nhu vay cd thé rit don gian
hoac rat phiurc tap tuy vao muc tiéu, doi tugng tan cong.




Nguyén tac 5: Hiay can than vdi tép dinh kém va kiém tra cac tap tin ban khong tin tudng

Tan cong bang viéc cai ma
doc, virus trong cac tép dinh
kem trong thu dién tu la
phucong thdc tdn céng phd
bien va hiéu qua nhat hién
nay. Khong nén tai va md
chay tép ngay khi nhan ducgc
thu dién tu' co tép dinh kem.
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Chu y tdi dinh dang tép va tao
thoi quen queét virus vai cac
tep dinh kem trudc khi md
chung, dac biét la cac tap tin
dinh kém c6 dat méat khau gu
kém theo nham qua mat cac
giai phap bao vé ¢ I16p mang.

Pac biét, can can trong doi
vG3i nhirng hop thu co tép gui
kem tu nhilng nguci Ia.
Trudng hop ngudi quen, néu
ban nghi ngd thi cd thé lién
hé vdi nguGi gui trudc khi ma
nhirng hop thu nay, béi mot
sO trudng hap, ké la danh cap
hop thu' cua mot ngudi nao do
dé gui thu IUra dao.



Nguyén tac 6: Canh giac véi WiFi cong cong:

Trong nhirng nam gan day, mang khdng day ngay cang trd nén pho bién, giad thanh thap va
dé st dung. Ngudi dung co thé 13p dat dé truy cAp mang khong day tai nha hodc st dung
may tinh xach tay, thiét bi di dong thong minh dé truy cap tai nhitng nci cdbng cdng nhu quan
cafe, san bay, khach san, vwv... Viéc st dung mang khong day sé rat tién Igi va don gian
nhung no cling tiém an rat nhiéu nguy cé mat an toan thong tin.

Néu mang khong day khong dudc bao vé dung muc, dac biét trudng hgp may tinh hoac thiét
bi di dong cla ching ta chua cdp nhat cdc 16 hong, diém yéu thi ké xau cé thé Igi dung
mang khdng day dé tim ki€ém cac thiét bi dang s’ dung trong mang dé cai cdm ma doc hoac
danh cap thong tin.




Nguyén tac 7: S&r dung VPN (mang riéng ao Virtual Private Network):

VPN la cac két noi mang dudc ma hoa. Diéu
nay cho phép nguGi dung tu xa truy cap an
toan tur xa vao cac dich vu cua td chirc. VPN 13
moét cach dé ddm bao tinh bao méat cho “d{r @
lieu truyén qua” trén mot mang khong tin cay, @ @
nhung chung cling cung cap mot so Igi ich

khac.

Vi du: Mot td6 chlrc cd van phong G nhiéu dia
diém cd thé s dung VPN dé cung cap cho
ngudi dung tu xa quyén truy cap vao cac Ung
dung, dich vu hay thu dién tu cua cong ty, co
quan qua mang Internet cong cong.




Nguyén tac 8: Nhé thuc hién ding xuat (rng dung

L A
Khi thuc hién dang nhap su dung cac dich vu trén

mang, hay lién két v4i cac tai khoan ngan hang dé
thuc hién giao dich vgi thié€t bi cong cong, ban nén
dang xuat sau khi si dung xong. Viéc duy tri két noi
cé thé bién ban trd thanh nan nhan cua téi pham cdng
nghé thdong qua cac 10 hdng bao mét.




